Hamid Barzegar
Address: Hamidemandl@hotmail.com

System and Network Administration — I'T Management and Support

A motivated and highly-skilled IT Professional with a Master’s degree in Information and
Communication Technology. Cisco, Microsoft and MikroTik certified with more than 7
years of experience in managing various information security projects from concept to
execution. Conducting hardware and software installations and maintenance. Strong skills
in troubleshooting and duplicating client issues to determine effective solutions. Extensive
knowledge of telecommunication protocols. Able to learn new technologies quickly and
succeed in high pressure, critical situations.

Areas of Expertise

e Router configuration e Web Server

e Switching-VLAN e Network

e Wireless-WDS e VMware ESXI

e Hotspot e Routers and Switches - Cisco
e Active Directory e Routers and Switches - Cisco
e ISA Server e Backup solution all network
e Mail Server e Tunneling protocol

Professional Work Experience

IT Manager | Ferro Gilan Factory Jun 2020 — Present
A private sector steel rolling company

e Launching a security tunnel between 4 branches of factory and the head office
e Setupand run:
an integrated active directory between branches
CACTI and PRTG monitoring
Staff telecommuting system
Help Desk System
MikroTik router, inter-linked routing, load balancing, filter role, OSPE VPN user
out, Wireless WDS bandwidth management
e Install:
» firewall
» different types of Inter VLAN to control user’s IP and security
» VLAN, VTP and Trunk on switches
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Port Security, Access list and Core Switch
VM ESXI


mailto:Hamidemand1@hotmail.com

Hamid Barzegar
Address: Hamidemandl@hotmail.com

IT Manager | Hitro Company May 2017 — May 2020
A well-known SaaS company providing VIP transportation and accommodation services

e Installed and ran:
» VM ESXI
» VLAN, VTP and Trunk on switches
» Port Security, Access list, Core Switch
e Setup:
Microsoft Active Directory, User Policy, User Security — Mail Server- User
Monitoring
Data Center Virtualization Server
Mirroring Nginx infrastructure
Sysco switch
data center and server live monitoring
CATTI monitoring VLAN
MikroTik router, filter and firewall, bandwidth and download management,
connected to active directory, tunnel IP sec, load balance
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IT Consultant | Telecommunication Company of Iran Mar 2015 — Mar 2017

e [nstalled and ran VM ESXI

¢ Installed and ran Microsoft Active Directory, User Policy, User Security — Mail
Server- User Monitoring
e Set up data center and server live monitoring

IT Consultant | Delban Factory Mar 2013 — Mar 2015
Manufacturer of quality skincare products

e Set up MikroTik router, filter and firewall, bandwidth and download management,
connected to active directory

e Set up Sysco switches

e Installed and ran:
» VLAN, VTP and Trunk on switches
» Port Security and Access list
» Core switch
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Education
Master’s Degree in Information and communication 2017 - 2019
Technology (Information Security)
Bachelor’s Degree in Information and communications 2007 — 2011
Technology (Information Security)
Certifications

e Cisco CCNA 2019

e Cisco CCNP 2019

e Microsoft MCITP 2018

e Microsoft MCTS 2018

e Microsoft MCSI 2018

e ICDL Certification 2014

e MikroTik MTCNA 2016

e MikroTik MTCRE 2016

e MikroTik MTCWE 2017

e MikroTik MTCTCE
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