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cs(User-Agent)=*python* OR cs(User-Agent)=*perl* OR cs(User-Agent)=*curl* OR cs(User-
Agent)=*wget*
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ELK ,s Webshell ja=is

‘ ‘ Mo aseis sl ELK (Elasticsearch, Logstash, Kibana) l solecu! (sl
(55590 49, w9 b glIS Apache ;| a>) 595 19,0 w9 SY Gledbl wb lawl Webshell
slxBeats LLogstash ;| eslai.l b wilgs o )5 ool .asS” Jls lElasticsearch 4 |,
W

Juls g 450 aKibana 5l eolaul b wuslys » Elasticsearch 4 oledol yoliw 8 5
2 LSL‘%;@) )‘ ‘3"*"‘3"6" Webshell al.~ sloaslas u.._‘)l., Lg|).3 o.a)b).g Sl LJ"‘

1S oolau]

(. sphp, .asp, .aspx, .jsp . ee) §sSie slodigun b slo bl 4y bacslss )5 ooy )
cmd.exe, bash, sh, sl SSin godS GldS glls a5 Slas 595 oy ¥

s ... gpYthon

.. sshell, hack, exploit ssle S3SCin slapl b sl bl 4 a5 slacaulys o w,yp ¥

£\ 9t
——\ Sy O soaimsyLis Ailyi e 45 (0920 yd) Fo ¥ (slacaslys s 5 ol olaxs s F

Al pdyaa! Gl bl 3
| ' spython, perl, curl, wget aslb SoSiw slapl slyls a5 sleUser-Agent ) 5 .0



ELK )° A s 9 e

1S soliiu] aliBee e § St slacudled olulis gl osles oo a5 plos s [ELK o 505 (6355w Lrisl yo
(o L eSIl g cuudS SladS 51 oo liinw! b F $5iio glacadled auseis

GET filebeat-*/ _search

{
"query": {
"regexp": {
"request":
" *((cmd|passthru|eval|exec|assert|create_function|include|require)(_once)?|system|popen|show_source|phpinfo|shell _exe
c|base64 _decode|gzinflate |chmod | mkdir | fopen|fclose | readfile)\\(.*\\).*"
}
}
}

(o bl 0,5 atus 5 5L o o LB oloul ¢ o iws o posd o) b LB (6, gl o o oy

GET filebeat-*/_search

{
"query": {
"regexp": {
"request": ".*((chmod | mkdir|fopen|fclose)\\(.*\\)).*"
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ELK )° A s 9 e

1S soliiu] aliBee e § St slacudled olulis gl osles oo a5 plos s [ELK o 505 (6355w Lrisl yo

:Xigu o0 o3law/Webshell wllos jo a5 Co 38 § comme Wljguiwd owjy Sy oA sy

3lasiled oo o LS

GET filebeat-*/_search olawl ELK 15l
{ ‘).a) query 9 S

||query||:{ >
||regexpu:{ LJ )‘M OL?U‘ 6‘).3

"request": ".*((wget|curl)\\s.*\\s-0\\s.* | php\\s.*\\s-r\\s.*).*" oﬁ.}.&‘,b S W
: &.MS oolaz!

“'\"3"‘"&5" oolas ! d.u.o)u,u.v )Q L@M‘)ﬁ LS“)}‘ 6‘).) as L.';‘")?""‘"o ) r

GET filebeat-*/_search

{
"query": {
"regexp": {
"request": ".*¥(&\\s.*|;\\s.*).*"
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Snort o Webshell asis
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Snort 4o =Y

A
; http_uri; nocase; pcre:

any ->
; http_uri; nocase; pcre:
sid:1000003; rev:1;)

(msg:

; http_header; content:

1S g0 el b b b & v pwd auils

; flow:to_server,established;
; classtype:web-application-attack; sid:1000002; rev:1;)

HTTP: Cawlgs 50 b piolyly jo &9l (yloyd bad Ol jgiwsd (pusild

; flow:to_server,established;
; classtype:web-application-attack;

1S S0 gy L s L8 ég.bT PSR

; flow:to_server,established;
; http_client_body; nocase; classtype:web-application-attack; sid:1000004; rev:1;)
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Suricata ,o Webshell jusis
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alert http any ->
http_uri; nocase; pcre:

any ->

; http_uri; nocase; pcre:

sid:1000003; rev:1;)

Suricata ,» P

(msg:

1S g0 el b b b & v pwd auils

; flow:to_server,established; content:

; classtype:web-application-attack; sid:1000002; rev:1;)

(msg:
; http_header; content:

HTTP: Cawlgs 50 b piolyly jo &9l (yloyd bad Ol jgiwsd (pusild

; flow:to_server,established;
; classtype:web-application-attack;

1S S0 gy L s L8 ég.bT PSR

; flow:to_server,established;
; http_client_body; nocase; classtype:web-application-attack; sid:1000004; rev:1;)
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Wireshark ,s Webshell aw=is
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Wireshark ,s YA
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.php 31 el
= ‘Wireshark
(S gSleo s LB (0,5 il Juia 4y 2l 53
JJ UA\A d&jﬁ\
http.request.uri "c99.php" LHTTP <l
2 SGHTTPS

http.request.uri

S s2diulWireshark _shttp.user_agent ald ) sl 5is ¢ R e bl S St sacllad Gand i () ),
A dla sl ol adiiie Hlaie SO L Alae olUser-Agent 48 23S e ild | GHTTP slacul 63 j0 ) yild
?~'~"'S saldts) yy yild ) f‘:“\)"cs‘“ «<wlMozilla/5.0" " LoIUser-Agent 48 Ay PPV YRl FEET ?L"j ﬁ&\j;;

http.user_agent "curl" || http.user_agent "wget"
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Modsecurity ,s Webshell jasis
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Modsecurity ,s P
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«modsecurity
ac) 5 Dl J—‘-’\j-’cs“
"id:1000000,phase:1,t:none,log,deny,msg:'PHP file requested"" J.uS salati) @LM

SecRule ARGS_POST|ARGS_GET "@rx (eval\(|base64_decode|gzinflate|str_rot13|convert_uudecode)\s*\(.*\)" \ - | oyl
"id:1000001,phase:2,t:none,log,deny,msg:'Potential web shell activity" 44w Ao) @A O

& oald s £
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sestr_rotl3 <gzinflate <base64_decode ceval @) 58 alan ) 2l Jlicn g Cullad saiaalis
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